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r, Jr,CT: 4 July UL.5 

Col. Gfl()r~.•" A" Heher 

1. Till (\ r' :,C'1't i, to be C''),l 'J ;ril"'T";" [ '11' ,1l!! ~ n~.ry OVL ~u' t~ 0n of t.he 
r,,,,1.' ,<.::1 e"lu11ment f'lr t; e 'nter cption of ru:' j,n ·~l.:ltichE.:mel Te.('ty~c 

circu' t~'J ("/1."1'J II;: if~'" (H·./"l:.,'hrf'L Ilf~ 'n:,c :re~ '.er-·,111 !:.ichH, DC:. lilt n:elJt 
4; .0. I:..:rpn ) • 

_" 'rh<J hI C.:f"1"f)Und ct'"lT"Y "f the r·· cov!;ry f' tbi. f (~uirr.l" to ~ given 
11 tho:; rt1 ..' rt of Ti.ev J ':'AE.I:l II:.. ~,t ( .1.6 J ne 1)45, /,p'llmdix ' 1.., [IUd t~:e 

'f,"·c1'n:e'·c t r:f·rr"11 11o Ci.l~·~n~! t':F' de·ft~lo~) .•'nt·f t:F equ'~nc!'l't'~ r,iven in 
, Gar., '1 r!ocu;.:e.l·, ~lul)l:'Iled ~n "IC()~t. l'ejX1rt D-1A. The t"·chn:"c'2. l' I ~y::i~ 

of "hie equiflT:lP. t i t···f' f >iLl.l be prepL red t1Y th~. f ' j 0 '/ n<: group 'oT'king 
nn th1:J '-;,~vj.ce: 

; t. Rut\-' (j • ,'- • ,'.• Lt. 11nt'.chY-. U'~" N• 
I,ll'. y,: nr: - r. or th.l Br. Civ. 

c, p.'." C.' '.nr ;] • I. C• :,11'. AfI;' n r. Civ. 
Tft. P~1':'1.: '.p:

3. ~ j: H11.: mcl".t. :.~ rkv<>loper: f ~. t.iI ~.rLt(.r~~ept on cf t.:w RUf'irn 
:;. (,) Or'::; ~lr-tnn\": r~ di.o t(;l etypo lillk~ I!r~ ch C'· r-ry tr: ff:'C' he7,i' een ~~l~ch 

'.'._ Cr!. ~.' .JO?co·; to ...... ~J1f,rul, "o:~,tcc:(, J.rl\ Group,-, : nd :1'c... J,rmy Grou~)<: 

:l~ ; 1'''1 P~. '!'lw .w"· ien film 1 i ,. [i ,':'11 r t· ~ t- "Hi,. rei ~ r-:'·.T'! ll':- ft t.,' f! 
typ', cirCl:it: r>~'eept t;ltt t.,i~: ~"l"ft :.~. .-.f 5000 cycl,~~, ..'t~icl~ ludic !;f1f: 

t-"o i-epr l" t. cry :.,t,. 1 o;'C:} r tor~). To inCre'flf) t.he trr fL.c C ....yinP: Cl-])l ci ty J 

L~ tt ('typo d,rJ't . tCi) tll~'e ~I"H t'eNI (!elt:ted ond euc ird'v d~'l pul:-e 
! ~t)rt I;ed 'L J.J !ol.:. :l~.~' c' nt1:<-:. 0 rl:: int<, .n r::,ncr-onL:l'.t.i.otl , :r" '':'0 ~-nC 

p he .~' sent bp.fal'·· t'r,d: r;rr. 'IJ (,f ch.' r·.,~ten. Tbif.i l"h:Jl ... ,-ystr'- i~ si!;Jil: r 
to ~uJt~r':' (J) ..... t.l0fl Ild! ke '1ultlplex ~I~C':; i"di'.'idu'l chI. .11t1 ClnHot 

C: ,C" ~,,,. (t TTl' X ',1U!; =:p€E:(l but rt tr-,,:,r ,t ne-h:,lf or one-ti.ird nlxi.m;:l fjJ ad • 
. ho ".diC' rlrC1..:ib ,-,re 0;)8 . t i on ':·,di . I_nd t~t ..:h frp'lll" ~c':'ef" • 

., h. ;"1 f.Ut.O:·:' tic olu'ae Cf)ntr01 nno r·c . fi~r ':'t, to ch..;II~.;e 

t.h,· "('i~e ;·re-:l.H'YlCY cur "'111; to djr<;l~t cUrJ·"nt. 

c. .' "·:~:ch:' 1 . C! "':'~" '~ri .:utor, . h ~ ct K,; t.hn rUll t: 'In of . r. :-", r:· t 
irlf, r,tH:t ~l CQ"ling ?u:.~ ,-'; lnto their pT' ;:.t-lr ch'.:. r<l.... Thi~ rEf Lr, butr.! lla~ 

c> n~'"'' "11 e f' Cf'll' to 'Ii: lvHe 'he ;>, 6, 0 '~Chf. ':nel :. '!.rll 1 s. Th'''' Lc':'!olimg 
,···:nc pU ... ':e 1;- n 4 U: .~d· to control tr,,~ tii· t.r:butor fpt"\(~cJ, flr thl!; rpe(;d i 
"'J' ~!U[·! ~' , .. jU!. t,,~, b !ti:~ f!:'J to::: I c.' tr>ode n'y tulA.· \'.hicl! tht'n .r:iv,:'· : 
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v RUllI indicrtion of th" degree of f'yncr.oni atton IlG el_ a" the phlise 
error of th . 10cu1 ~At • .... .... 

d. fro>';1 th0 d L tr' bu Gor ea.ch ~"e. ,n ted chnnnel goes to th· f ~nai 

"tq;e. Thi~ fim-.l :Jt~jge c~ n bf-' t'lrr;.ed a pu f;C rcgener£toT llt" it i.n~,,·rts 

the necessary :- tr:rt-~.top dgnE\ Len:! . engthel.l~: e- -ch pul.'c to the' stl oct, l'd 
20 '1~_11i1·l'cond_Anf.th. rt ,;houl<1. be noten tht:t t L: teletype code ut-ltld iD 
net the st· ndrlrr:1 te 'y,typr. co but 1'1.: ther the "Bf>.udot" teletype code. 
A block diavrtn of thi2 ret if giv-n below: 

Ji'PPlo I 
"-----I k~lf\lJ(JfI---"';'I-""""" 

- _ 

/"'Iot.-7/C'1I11!Y1'I.£L &~NC4"r S,£T 
r 
I 
I 

r 

I
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5. The 'Jper' tion of tnt.' trr.nu:d.ttlag eqprent cln be fJpproxim·t(:d by 
~e followln~ block dl~grE~: 

to C"IfIfu!It 
$"/~r 
RRO/~ 

rIlJlN~/'1I7T~ 

SPVD£~
-I 

I 
I 

D,STIllS" 7aN 
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6. The tran5mitt_r~ for the r r er aet ope te at 20 , hile 
the f, to Army Group star of 1 ta 2 Kl9 c pacity. All igne.l ob erved 
are very powerful andEiveper.ect copy. 

7. e or . ni.zation th toper ted this intercept e uipment wa of 
pI toan size and w s etteched d"rectly to OKH h dquarters. Thi unit 
part of "Gruppe IV under the General dar Nnchrlcbt naufk ft and as one 
of four units in the f~ld. At Ie at one of th e it. monitor d tb U.S. 
ult1c nne18~ rl another the U.S~ c rrier ahift link (the .T.C. net and 

the Itlchannel tandby). Although they kne of the exlste ce of telephone 
and fac im11e tranet:d sian on the multichm 1, th s-nothing to iadle te 
th t they did y lork on this phone ch el other th record'ng it. Thie 
int rqept set was c led the H- T-FF (H-WT-Funkfern chreib r-A.C. dio 
In rcept T letype). 

8. ere our ru~c 8 to t e pt to intercept th s a1gnal, thi ter18l 
r pre ent aving of six to nlne months ark. The sets themselve repres
ent It. con tructien time of approxilll tely four month wer their duplic tiOD 
sttepted. The pres nt .equip ent i ufficient to spot check th 10 to. 15 
w. tern circuit. but cermot do ~ne hundred percent cove ge f 1 circuits. 
At thepr sent traffio lev ls thie equtpment 11 lnt rcept 1 0,000 groups 
d ily, ~hich should be suffic! nt for preli'in ry nalysis. Be u e of the 
li~lted Ru~ ian co ~~ic~tlon facilities vail hI , it i c rtain t t 3 or 4 
of th e circuits alBo e~ist to the FhT 6st l~ Frontier. 

9. The tr ffic interce tod 10 mainly e ciph red, p rt in One- Time Pad 
nd p!lrt in medium grad sy t The Ger n crypt aly t at t th t the 

m i r de sy te re d"1y yi, d.. elution wh 1 th On T1 e Pad 8ssagee 
ra used only for is. In gener the u a1 cryptographic
 

c ~i tion poor~ in fact, incredibl poor.
 

10. The tee ieal des gn of thi. eqUipment 1 excellent, but if "these 
se s were to b duplicoted it 19 t be i e to repl ce th pres8D speed 
control d mec i c,l dL, trlbutor _,ecbani sm.by e octronic aircuit. Eluoh 
a circu't auld e of thp g te circuit typ .0 d be trigg red by the 
r dio s;ync pule. The dev lop nt of uch cireuit wo Id very technioal 
but wou d a e on construction t e. Also th u e 0 t 0 r~c ivers, one on 
t e in rr ar ! .ad the other on th, hift d c rrier, would pe t reception 
under adver e ~onditions. 

11. Of pee al interest in TIeO report D-lA is h G rmain Antenn e 
Amplifier h ch p rmits the ope ·tton of 40 intercept ree ivers fro the 
5 e 8.nt una ",i thou.t mutual lnt 'feren a .ad ">. n n incre "'ad i nal to 
nois yo dio. Ruch a device could well be us d by our 0 service. 

H ~JiD C. B W 
I M jo~, ig C. 
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